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FIREWALL ANTI DDOS LA GI?

Firewall Anti DDoS la mét hé thdng tudng lda chuyén dung dugc
thiét ké dé phat hién, ngan chan va giam thiéu cac cudc tan céng
tU chéi dich vu phan tan (DDoS), nham bao vé may chu, website,
hé thong mang khdéng bi qua tai hoac gidn doan truy cap.
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FIREWALL ANTI DDOS CUA VPSTTT

Dich vu Firewall Anti DDoS cua VPSTT sU dung Arbor Networks APS cung cap mot giai phap firewall
chong lai cac cudc tan cong DDoS hang dau thi trusng, dudc thiét ké dé bao vé cac t6 chuc khoi nhing
Moi de doa ngay cang tinh vi va lién tuc.

V3i Arbor APS, ban khdéng chi dudc bao vé trudc
cac cudc tan cong, ma con dudc trang bi cong cu
dé phan tich va hiéu ré han vé moi trudng mang
cUa minh, tU dé nang cao kha nang phong thu chu
déng va phan Ung an ninh kip thdi.




..... ARBOR APS - GIAI PHAP CHONG DDOS

REES CHUYEN DUNG TAI VPSTTT

ARBOR APS LA GI?

e Thiét bi chéng DDoS phan cling do Arbor Networks phat trién
e Trién khai truc ti€p tai I8p bién ha tdng mang l
e Tich hgp phat hién thdi gian that, tu dong loc luu lugng tan cong N E 1

TiNH NANG NOI BAT

e Phat hién DDoS Realtime (dudi 1 giay)

e Loc traffic L3/L4/L7

e Phan tich hanh vi, machine learning

e HO tro chan ASN, geo-blocking, BGP blackhole

e Dashboard giam sat luu lugng truc quan, log chi tiét
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THONG SO KY THUAT
CO BAN CUA FIREWALL




BANG SO SANH ,
GOl FIREWALL CO BAN VA CAO CAP

STT Théng s6 ky thuat Fg;el‘;"éar"' (F:gs"é’::;
1 HO trg loc UDP/ TCP theo yéu cau Q Q/
2 Thém/Xda/Chan Whitelist/Blacklist Q Q/
3 Chéng SYN Flood/UDP Flood Q @
4 Chéng HTTP Flood Q @
5 Chéng ECE/CWR/TLS Q @
6 Chéng ICMP Flood 0 @



BANG SO SANH ,
GOl FIREWALL CO BAN VA CAO CAP

STT Thong s6 ky thuat Fci‘r)’el\;véarl‘l Ziar:‘zg'g
1 Chan Rate-based Q @
2 Chan Malformed DNS Traffic, DNS Rate Limiting g @
3 Chan UDP - TCP theo cong (port) 0 @
4 Chan CDN va Proxy 0 Q/
5 Chan Malformed SIP Traffic, SIP Request Limiting Q @
6 Tuy bién rule theo yéu cau Q @
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VAI TRO QUAN TRONG CUA
FIREWALL ANTI DDOS

Firewall Anti DDoS déng vai tro la 1& chan da tang, nam gila
internet va hé thong may chu, chuyén trach nhiém phat hién va
chan ddng cidc mobi de doa tu tan cbng, dam bao an toan cho dU
liéu va cd sd ha tang mang.
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@ Dich vu hoat dong binh thudng

@ B3t dau tan céng va dudc bao

vé ban dau bdi AED

@ Tan cbng tdng vUSt qua bang

thdng

@ Tin hiéu dam may dugc kich
hoat, hoat dong

@ Khach hang hoan toan dudc
bao vé



TAI SAO NEN TIN DUNG FIREWALL  >>»>
ANTI DDOS CUA VPSTTT

7 NAM + 12,000 + 12 + 1,000 +

Kinh nghiém Khach hang Doi tac phat trién Duw an thanh céng

000
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TINH NANG
NOI BAT CUA
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1. CHAN QUOC TE

(v) Chdn/md chan quéc té: VPSTTT hé trg khach
hang chan va md IP moi lidc moi nai.

(V) Kiém soat truy cap theo quéc gia: Cho phép
hodc ngan chan tU cadc qubc gia cu thé dé dang,
chinh xac.

(V) Ky thuat ludn san sang: Ludn san sang ho trg
theo yéu cau cua khach hang

() Khi bi chan quéc té: Khach hang van cé thé truy
cap vao goolge, cloudflare,..v.v.v nhu binh thudng.
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2. TU BPONG PHAT HIEN VA NGAN CHAN DDOS

@ Phat hién va chan cac cubdc tan cong DDoS ngay
khi cd dau hiéu bi tan cong.

(v) Gidm thiéu dang ké tac dong dén dich vu.

@ Bam bao hoat déng tran tru cho doanh nghiép
cUa khach hang.

SERVER
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3. GIAM SAT KET NOI TOAN DIEN

(vJ San pham dudc tich hgp dé dang vao hé théng
hién cdé va cung cap Mot giao dién truc quan dé
quan ly.

@Cho phép ngudi quan ly mang theo doi hoat
dong mang.

(¥J Phan Ung nhanh chéng véi cac maéi de doa an
ninh.
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4. HO TRO KY THUAT 24/7 - TUY CHINH LINH HOAT

VPSTTT gilp ban téi Uu hda Firewall theo nhu cau
rieng va doéi phd nhanh chdéng vdéi cdc phucng
thic tan cong mai.

(¥J HO trg ky thuat 24/7: BDam bao hé théng cua
ban ludbn hoat ddng 6n dinh, hiéu qua.

(vJ Tuy chinh rule linh hoat: Tuy bién rule t&i uu
riéeng theo Ung dung cua ban, ndng cao do
chinh xac va hiéu qua.

(vJ cap nhat nhanh chéng: Firewall lién tuc
dugc cap nhat dé doi phd vdéi cac phucong
thic tan cong Mmai.
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TAI SAO NEN CHON /S
FIREWALL ANTI

ok : FlEEbgiqL} st

! B
— LA '-:"I_.-- 1 i ;
e . 1:"'&,._1 — ol
| Wi - - _'_-‘. -
e e
- .. £ ——
e et

i -

CUA VPSTTT

.

MDD
WWW.VpSttt.com 6 0328 812 674


tel:0328812674
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1. SU DUNG SWITCH HIEU NANG CAO:
NEXUS9000 93180YC-EX CHASSIS

@ Hiéu suat cao chuan Data Center
@ TOi Uu ha tang ao hda va container
(vJ Quan ly théng minh, tu ddng hda dé dang

(vJ Kha nang md réng linh hoat

N
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2. SU DUNG FIREWALL ARBOR APS
NETWORK 140 GBPS

(v) Bao vé chong DDoS 8 cap doé mang (Network-
Level Mitigation

@ PDhat hién & ngan chan cac cudc tan cong f
_aver 3/4 nhu UDP Flood, TCP SYN Flood,
CMP, DNS Amplification...

(V) XU ly géi tin t6¢c dd cao lén dén 140 Gbps,
dam bao mang khéng bi gian doan.

N
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3. SU DUNG UP LINK CAO 120GBPS CUA FPT

(vJ Budng truyén téc dé cao - San sang cho dif liéu 18n
(vJ) TGi uu cho dich vu thai gian thuc

(¥) Tang tinh sdn sang & bao mat két naoi

() Ha tang ha tang metro fiber & qudc té
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@/ Pong bod vai cac thiét bi mang hiéu nang cao

N



Y:VPSTTT
4. SU DUNG MANG LAN NOI BO MANH ME

() Toc db truyén tai ti 10Gbps - 140Gbps
@ Két ndi ndi bd khéng qua Internet — An toan tuyét doi
() Giam sat va téi uu héa lién tuc

() Giup dam bdo hiéu ndng, do tin cay va bao mat

N
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5. AUTO BACKUP HANG NGAY PHUC VU CHONG
VIRUT VA BOTNET

(v) Ty ddéng sao luu toan bd hé théng mdi ngay

@/ Phong ngua su co6 do Virus, Ransomware hoac Botnet
@ Luu ban backup & hé thong riéng biét, tach biét hoan toan
@ RUt ngan thdi gian phuc hoi, gidm thiéu thiét hai

(vJ Theo dbi & kiém tra log backup dé& dang

N
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6. SU DUNG CARD MANG 10GBPS & PORT MANG
10GBPS DEN TUNG SAN PHAM DU LA NHO NHAT

(vJ M&isan pham — DU nho nhat - déu dudc két ndi céng mang 10Gbps
@ Card mang 10Gbps trén tung node vat ly
@ Khéng gidi han cong, khong chia sé port .

(¥J T6i uu ha tang LAN ndi bd va uplink Internet

N
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7. DOI NGU KY THUAT LUON SAN SANG

(vJ Trdc 24/7: Ludn san sang ti€p nhan va xd ly yéu
cau cua khach hang.

(v) Phat hién sm tan cong: Giam sat Iuu lugng lién
tuc dé nhan dién cac dau hiéu DDoS.

(vJ) Kich hoat tudng IUa tdc thi: Tu dong trién khai
Firewall Anti-DDoS khi cd su co.

() HO trd xt ly sau tan cdng: Phan tich log, truy vét
IP ngudn va tu van tang cudng bao mat.
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VPSTTT - DON VI ANTI-DDOS
HANG DAU TAI VIET NAM

@ Kinh nghiém 1au nam trong trién khai chéng DDoS
cho hé théng VPS, Server, Proxy va API

@ Két hgp gita cong nghé phan cdng (Arbor, Firewall
rieéng) va thuat toan thdong minh

(¥J Dich vu dudc téi uu héa vé hiéu qua xu ly va chi phi
phu hdp cho tung quy mo

(¥J VPSTTT tu hao mang lai mét dich vu Anti-DDoS
VUGt troi, két hdp gilta hiéu qua cao va chi phi toi uu

7 N
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